Executive summary

2018 may be marked as a tipping point for the retail payments area in Belgium and in Europe with the
implementation of the Payment Services Directive (PSD2). The changes it is inducing in business models, as well
as the emergence of instant payments, will further shape the sector in 2019 and the years ahead. Another
major event impacting every component of the financial markets, not least in Belgium, is Brexit. Against this
background of structural and strategic challenges, cyber resilience continues to be top of the agenda for risk
managers and regulators.
PSD2
On the legal front, national and European authorities have introduced major regulatory changes in order to
further shape Europe as a dynamic, innovative and secure retail payments market. The PSD2 has been transposed
into national law in most of the EEA countries. Services recently explored by FinTech companies such as initiation
of payments and account information delivery – without holding the payment service user’s payment account –
have been singled out and defined as regular payment services. These new services aim to create an open
banking infrastructure and may trigger disruptive movements in the payment services area. They constitute major
challenges for incumbent payment service providers, mainly the banks, although the latter are also preparing
to incorporate new services and adapt their product range.
In Belgium, the Bank and the Federal Public Service (FPS) Economy have both taken on responsibility for
implementing PSD2, that is, the Bank for the prudential supervisory regime for payment services, and FPS
Economy for the new regulatory issues on consumer protection measures and rights and obligations for payment
service providers. All existing licence-holding institutions have had to demonstrate compliance with the new
requirements, including those on security of payments. Most institutions have been re-authorised by the Bank,
but some had to cease their activities.
Instant payments
Dynamic and innovative retail payment services are being developed and are affecting the payment systems
landscape. In Belgium, as in several other European countries, new payment schemes and far-reaching changes
to payment systems are emerging. In 2018, the main focus of the Belgian domestic retail payments system
(CEC) was to prepare for the implementation of instant payments launched in March 2019. The impact of such
a change cannot be under-estimated as it brings ubiquitous real-time payments to the public 24 / 7 / 365.
Brexit
Payment flows in the EEA will to a large extent be redrawn as a result of Brexit. The clearing of the Belgian
repo market for government debt has been shifted end of 2018 from the London clearing house LCH Ltd to
Paris-based LCH SA. From a financial stability point of view, it means that this activity is now being processed by
an institution established in the eurozone with access to central bank services in euro. In the sector of payment
service providers, several UK payment institutions have approached the Bank and applied for a licence as a
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Belgian payment institution to be in a position to continue – after Brexit – providing services in the EEA through
a new licensed Belgian entity.
Cyber resilience
Apart from physical security, digital security remains key for Financial Market Infrastructures (FMIs) and providers
of payment services. International standard-setting on cyber resilience has further developed and the Bank is
now using available international frameworks extensively for all infrastructures and payment service providers
under its supervision and oversight regime. For example, in May 2018, the Committee on Payments and Market
Infrastructures (CPMI) presented a strategy to encourage and help focus industry efforts towards reducing the
risk of wholesale payments fraud related to compromised customer IT infrastructures (Strategy for reducing
the risk of wholesale payments fraud related to endpoint security). The Governors of the BIS Global Economy
Meeting (GEM) expressed their support for and commitment to operationalising the strategy within their
institutions and jurisdictions. Also, the December 2018 ECB Cyber Resilience Oversight Expectations for FMIs,
or CROE, gives further guidance on cyber resilience requirements for FMIs published by the CPMI and the
International Organisation of Securities Commissions (IOSCO) in June 2016.
Another tool that will be used by the Bank is the ECB European Framework for Threat Intelligence-based Ethical
Red Teaming (TIBER-EU), which is the first European-wide framework for controlled and bespoke tests against
cyberattacks in the financial market. It will facilitate a harmonised European approach towards intelligence-led
tests which mimic the tactics, techniques and procedures of real hackers who can be a genuine threat. In 2018,
the Bank set up such a framework in Belgium (TIBER-BE) that will be rolled out in the course of 2019.
Due to their interconnectivity, should an FMI fall victim to a successful cyberattack, it could lead to systemic
consequences on the global financial markets, possibly even with a loss of confidence in the financial system.
The cyber resilience of FMIs is therefore essential for the stability of the financial system. Cooperation and
coordination are key both at national and international level, between regulators and between FMIs. In addition,
joint forums of regulators and FMIs have been established, such as the Financial Sector Cyber Council (FSCC)
in Belgium and the Euro Cyber Resilience Board for pan-European FMIs. The challenge of overcoming threats
of large-scale cyberattacks is huge, but all financial sector stakeholders (FMIs, regulators / overseers, payments
institutions, retail banks, etc.) are working together to improve contingency planning and set up a global
response to this systemic risk.
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