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1 GENERAL 

This manual is intended for access administrators or OneGate Admin who have the right to create 
and modify user access within or outside their enterprise. 
 
Terms specific to the application are explained in a glossary at the end of this guide. 
 

2 PRELIMINARIES 

 
In order to be able to grant access to users (phase 3), enterprises must complete some preliminary 
steps on platforms managed by the federal government. 
 

 
 
 
In the following pages we shall take you through these steps. 
 

2.1 STEP 1 APPOINT A PRINCIPAL ACCESS MANAGER (GAP) 

The principal access manager is the person who, within the enterprise or public institution, can 
manage access for the various government online applications. The operating principle is the same 
as for other eGov applications (Dimona, DmfA, FinProf, InterVAT...). Your enterprise or public 
institution probably already uses this type of applications, and your organisation probably already 
has a principal access manager. 
 
The principal access manager can delegate the access management by appointing supplementary 
access managers who will each manage the access for a group of applications (a domain). In the 
case of the OneGate online application, this is the access manager for the domain economy. 
Access managers are generally members of the personnel department. If you do not know the access 
managers in your organisation, you can contact the CSAM helpdesk by email (info@csam.be) or by 
telephone (02/290.28.45). 
CSAM’s general web page https://www.csam.be/fr/gestion-gestionnaires-acces.html describes the 
access management. 
That page gives a step-by-step guide describing the appointment of access managers. 
https://csam.be/fr/documents/pdf/guide-utilisateur.pdf 
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2.2 STEP 2 ASSIGNING THE ONEGATE ADMIN ROLE 

The principal access manager or the (joint) access managers for the domain “economy” within the 
enterprise or public institution can assign the “OneGate Admin” role by completing the following six 
steps. 
 
Log in to the role management site with your eID card or via itsme 
https://iamapps.belgium.be/rma/generalinfo. 
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Click on ‘create a role assignment via National Number’. 
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2.2.1  Step 1: select an individual 

Enter the National Register Number of the user1 who is to manage access to OneGate in your 
enterprise or your own National Register Number as follows: 
 

 
 
After you click on ‘Search’ a window opens. Click on ‘Add’: 

 
  

 
1 N.B. Anyone logging in with CSAM must first activate digital keys on the website 
https://iamapps.belgium.be/sma/. For Onegate, the eID digital key must be activated. If this step 
was not carried out by the person given the role at the time of the role assignment, the message 
‘Person not found’ appears. 
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Confirm the addition of this person by clicking on ‘Next step’: 
 

 
 

2.2.2 Step 2: selecting the company 

Select the company for which the OneGate Admin role is to be assigned: 
 

 
 
 
Continue by clicking on ‘Next step’. 
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2.2.3  Step 3: selecting the role 

You come to the page which will enable you to assign the Onegate Admin role to the user: 
 

 
 
Look for the ‘Onegate Admin’ role. When you have found it, select it and use the arrow on the right-
hand side of the screen to toggle it: 

 
Click on ‘Next step’ to confirm this selection. 
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2.2.4 Step 4: duration of the role  

This step involves assigning a limited or unlimited duration to the role by selecting a date from the 
calendar or by ticking the ‘unlimited’ box: 
 

 
 

2.2.5 Step 5: entering personal details  

Step 5 involves entering an email address to notify users of the role assignment: 
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2.2.6 Step 6: role assignment summary  

The final step concludes the direct role assignment: 
 

 
 
The Administrator receives an email informing him that the OneGate Admin role has been assigned. 
 
  



11. 

Access management manual for administrators 

3 THE RIGHTS MANAGEMENT MODULE 

Once the OneGate Admin role has been assigned, the person in charge of managing access within 
the enterprise can log in to Onegate https://onegate.nbb.be/ and create access for internal users 
within the enterprise or external users (accountants or auditors). 
 
 

3.1 INITIAL LOG-IN BY AN ADMINISTRATOR 

After clicking on ‘Click here to continue’ below: 
 

 
 
The administrator is redirected to the CSAM portal to choose between two methods of identification, 
using an identity card (1) or via itsme (2): 
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Next, the administrator must choose to log in ‘in the name of an enterprise’: 
 

 
 
 
Click on ‘Continue’ to gain access to OneGate. 
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When logging in for the first time, the administrator is asked to confirm his profile (1) and his access 
to OneGate domains or reports (2) in order to declare or consult existing data. 
 

 
 
If the administrator himself wants access to OneGate reports in order to declare data or consult 
existing data, he must grant himself access by selecting the domain(s) or report(s) for which he is to 
declare or consult data. 
 
On the basis of the declaration obligations of the active declarer, the domain reports to be completed 
are displayed automatically. The administrator only has to choose the domains or reports to which 
he needs access. 
 
The differences between these two types of access are explained in point 3.3.4.  
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If the administrator does not want access to OneGate domains and reports, there is no need to fill in 
the bottom part. The administrator only needs to confirm his profile by clicking on ‘Save, then proceed 
to create a user from the ‘User management’ menu: 
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3.2 CREATING USERS 

Users are created via the User management menu. 
 

 
 
 
To enable users to declare or consult data in Onegate, the administrator has to create the users. 
The administrator can create three types of users: 

1. Internal: the user belongs to the same enterprise as the access administrator. 
2. Third-party user: the user belongs to another enterprise (firm of accountants, etc.). The 

user declares in the name of the enterprise subject to OneGate obligations. 
3. Auditors who require access to OneGate reports for the purpose of auditing financial 

institutions and insurance/reinsurance companies. 
 
We shall describe the profile creation procedure for each of these user types: 
 

3.2.1 Creating an internal user 

 
By clicking on the button, the administrator is redirected to the user creation page 
which comprises two sections to be completed by the administrator: 
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Section 1: personal details (register number and email address) and user type. 
Section 2: authorisations granted to the user. 

1. User details 
The user is created on the basis of the national register number2. When accessing the Onegate 
application to make a declaration, the user will be asked to log in with his eID card or via itsme, thus 
obtaining the national register number corresponding to the profile created by the administrator. 
Email address: this address is used to send the user a message informing him that his profile has 
been created. 

2. Authorisations per domain/report 
Once the first part of the profile has been completed the administrator can proceed to grant access 
per domain or per report by selecting these values in Section 2. 
 

3.2.2 Creating a third-party user 

 
If the declarer has opted to delegate declaration responsibilities to an external company (such as a 
firm of accountants) the administrator will then need to create a third-party user. 
 
This type of user is created in the same way as an internal user. The difference in the profile concerns 
the box to be ticked: ‘I hereby delegate a third-party user to complete and consult on behalf of 
my company the electronic declarations in OneGate’ which obliges the administrator to recognise 
that power to make declarations in OneGate has been delegated to a third party. 
To create a third-party user declarer the administrator has to click on the                 button then 
choose ‘third party user’ (1) which displays the box for delegation of power (2): 
 

 
 
For a better continuity of access we recommend, if possible, to create several third party users within 
the same accounting firm. 
  

 
2 The national register numbers are used only for authentication for the purpose of the application. The 

National Bank does not reuse them because the treatment applied (‘hashing’) renders them unusable. 
In addition, the Law 25 NOVEMBER 2018. - Act on various provisions concerning the National Register and 

population registers states: An authorization for the use of the National Register number is not required if 
the National Register number is used exclusively for the purpose of identification and authentication of a 
natural person in the context of an IT application offered by a private or public institution under Belgian law 
or by the authorities, institutions and persons referred to in Article 5, § 1. 
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3.2.3 Creating an auditor user 

Auditor users are created by administrators who have to give access to Onegate reports for the 
purpose of audits on financial institutions and insurance/reinsurance companies. 
The specific characteristic of this type of user concerns permissions. More particularly, by default the 
auditor only has access to the REV domain in data editing: 
 

 
 
For auditors, access to the other domains is ‘read only’, meaning that the auditor can only consult 
the data submitted by the declarers being audited. 
 

 
 
 
 
  



18. 

Access management manual for administrators 

3.2.4 Granting access per domain/report  

 
The domain reports to be completed are displayed automatically on the basis of the declaration 
obligations of the active declarer. 
The administrator should only choose the domains or reports to be assigned to the user being 
created. 
The differences between the two types of access are explained below: 

3.2.4.1 Access per domain 

Granting access per domain will give the user access to all the reports in the domain. When a new 
report is added to the domain the user will automatically have access to that new report.  

 
 

3.2.4.2 Access per report 

 
It is possible to limit users’ access to particular reports within a domain. If the administrator decides 
to grant access to some of the reports in a domain, the administrator has to open the corresponding 
domain line (1) to expand the list of domain reports (2): 
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Then tick the box corresponding to the report to which the user is to have access (3): 
 

 
 
In the above example the administrator has given editing access (4) to a single report in the SXX 
domain. The other two reports have therefore not been assigned to a user. To draw the 
administrator’s attention to this point, a dot appears on the Reports tab indicating the number of 
reports assigned to users: 
 

 
 

3.2.5 Current and past obligations 

Current declaration obligations: these are obligations that the enterprise must fulfil and which have 
an end date.  
Past declaration obligations: these are obligations with an end date in the past.  
When to grant access to an obsolete obligation? 
Approved auditors may need access to reports relating to expired obligations in order to consult data 
entered by enterprises being audited. 
 

3.2.6 Editor vs. Reader 

Editing rights enable the editor to write on OneGate reports. Conversely, if the created user is only 
to have reading rights, solely for consulting the data, the reading right has to be activated for the 
reports or domains. 
Editor - Role assigned by default to new internal and external users with the exception of auditors 
(see 3.3.3) 
 

3.2.7 Finish – send an email 

 
Once the user data and authorisations have been filled in, the administrator can proceed to create 
the user by clicking on send: 
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An email will then be sent to the user to notify him/her of the recently created access. 
 
The user profile will have ‘Invitation pending’ status until the user logs in to the application: 
 
 

 
 
Once the user has logged in, that status will become ‘Internal: 
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3.3 GRANTING ACCESS ON THE BASIS OF NON-ASSIGNED REPORTS 

 
If the administrator has granted access on the basis of reports, the non-assigned reports appear in 
the Reports tab. 
 

 
 
In the example in point 3.3.4.2, a single report in the SXX domain has been assigned to a user. 
That therefore leaves two reports which have not been assigned to a user. 
 

 
 
To assign those reports to created users, click on ‘Add user’ at domain level (1) to grant access to 
the whole domain: 
 

 
 
 Clicking on the ‘Add user’ button at report level (2) will grant access solely to the selected report, 
e.g., ‘Intrastat Dispatches’ below: 
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3.4 USER LOG-IN 

Once the user has received the email informing that the administrator has granted access, the user 
can log in to Onegate using his identity card or itsme. 
 
Still on the CSAM portal, the user has to select the identification method ‘in your own name’: 
 

 
 
The user must then click on ‘Next’ to get to the home page and begin making a Onegate declaration: 
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3.5 SPECIFIC POINTS 

3.5.1 Deletion 

Deleting a user 
The action only deletes the link between the user and the enterprise (declarer). If there is only one 
user for the declarer, the user is entirely deleted. 
Deleting an administrator 
The action is only possible if there are multiple administrators for the same declarer.  
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4 GLOSSARY 

Principal access manager: the main person responsible for managing access for your enterprise. 
He can appoint Access Managers who in turn manage access for a particular group ("domain") of 
applications, such as finance, economy (Onegate) 
Role A role contains all the information on: 
- the access level allowing use of a (government) application in the name of an enterprise; 
- the actions which can be carried out in that application. 
A role is assigned for a specified period which may have limited or unlimited validity. 
Direct role assignment In the case of direct role assignment the principal access manager or joint 
access managers for the domain “economy” assign a role to a user directly without the user needing 
to first accept the role. In order to be assigned a role directly the user must already be a member of 
the enterprise for which the role assignment is valid.  
Declarer: entity (natural or legal person) subject to one or more declaration obligations, the required 
data being collected via the application. 
User: a uniquely identified individual with valid access to the application for one or more declarers in 
whose name(s) the individual will be able to complete and submit reports. 
Internal user: employee of the enterprise making OneGate declarations. 
Third party user A user may represent multiple different declarers and will then be classed as a 
“third party declarer” for all the declaring enterprises which do not employ him directly on their staff. 
Take the example of a firm of accountants dealing with the accounts and declarations of multiple 
client companies which have to declare data in OneGate. Users belonging to the firm of accountants 
will perform the role of third party declarer for all clients for whom they declare data. Conversely, they 
will not be classed as third party declarers if they declare data for their own organisation, the actual 
firm of accountants. 
Auditor: external user who needs access to OneGate reports for the purpose of auditing financial 
institutions and insurance/reinsurance companies. 
Declaration obligation: obligation to complete and submit a particular report on the application at 
set intervals, on particular dates, or on the occasion of specific events. 
Domain: a cohesive set of reports, often defined on the basis of a common subject or theme. 
Report: a cohesive set of forms intended for collecting specific data. 
Reader: a person entitled to perform read-only actions which do not affect the report itself, such as 
consulting (but not changing) the existing data. 
Editor All the rights granted to the "Reader" role plus the right to perform actions which change the 
report itself, such as entering data or amending existing data.  
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5 CONTACTS 

Contacts at Social Security 
02/511.51.51 
 
Contacts at CSAM 
info@csam.be  
02/290.28.45 
 
Contacts at Onegate 
access.onegate@nbb.be 
FR: 02/ 221.49.39 
NL: 02/ 221.54.86 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


