FIRST CONNECTION WITH AN ELECTRONIC CERTIFICATE BY USERS REGISTERED WITH
ONEGATE

The system to manage access by electronic certificate for authentication purposes has recently
been updated.

Users who already have an electronic certificate to connect to OneGate have been migrated to the

National Bank of Belgium’s new management system. However, they will need to re-identify
themselves in order to retrieve their certificate information in the new system.

A number of steps are required to retrieve certificate information and set a password for connection
to OneGate.

STEP 1-LOG ON TO THE EXTERNAL USER MANAGEMENT PORTAL

It is first necessary to log on to OneGate (https://onegate.nbb.be) and choose the first option,
“Certificate™

n National Logon to OneGate

OF BELCIUM

Please choose one of the following
two options below.

@ Certificate
@ CSAM @

Next, click on “Forgot password”:
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n National Logon to OneGate
OF BELCIUM
Logon
Lsername
Password Forgot passworgd

Click on “Click here to continue and to choose a certificate”:

n‘\ Bang ~'=E*§g§jgnul

You are about to log into External User Management Reset Password
Portal.

Click here to continue and to choose a certfificate.
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STEP 2 - CHOOSE A PASSWORD

The new external user management portal requires a password, which you will be asked to enter
each time you log on to OneGate.

Please enter a password in the fields provided, then click on “Validate”:

N NationalBank My profile

User information

Identifier

Password

Password ~

Confirm password *

(1] Your password should be 14 characters long minimum and must be complex.

Certificate information

]
]
]
|
[]

Certificate Authority DN

Certificate DN

Certificate serial

Validate

A Please note that this password will be valid for a period of 60 days.
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STEP 3 - CONFIRM YOUR CERTIFICATE INFORMATION

Once you have set a password, you will need to log on again by clicking on
“Click here to continue” to confirm your certificate information:

n“ NationalBonk ® My profile

] Success! Click here to continue...
User information
Identifier

Certificate information

Certificate Authority DN
Certificate DN - - - = S - ',

Certificate senial

You will then be directed to the OneGate logon page. Click on “Click here to continue”:

n Nl::ticmt:llm-B in

LI

Welcome to OneGate UAT

You will be now redirected for authentication.

Click here to continue
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Choose the first option, “Certificate”, to go to the user and certificate information confirmation page.

n National Logon to OneGate

OF BELCIUM

Please choose one of the following
two options below.

@ Certificate
() csam
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Check your details and correct them if necessary, then click on “Validate”:

My profile

A The way we are identifying you has changed, could yeu please check your information and
confirm them? Thank you for your cooperation.

User information

Identifier * L

First name
Last name*
Mail * .
Company
KBO/BCE

Contact phone

Address
Postal cods City
Country w
Certificate information
o . - - - ] " a

Certificate Authornty DN

r

Ce[-[!f.(ale DN = = = n a - L3 : | i = = L = = ] L] -

Certificate zerial

i

Validatle
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STEP 4 - CONNECT TO ONEGATE

To connect to OneGate, click on “Click here to continue”:

My profile

] Success! Click here to continue...

Identifier

First name i om
Last name
Mail . e - =
Company
KBQ/BCE
Contact phone
Address
Postal code City

Country

Certificate information

Certificate Authority DN
- - . = - # L ] Ha - = - - - . L - .

Certificate DN

Certificate senal
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ONEGATE CONTACT INFORMATION

Email: access.onegate@nbb.be
Telephone: 02/ 221.49.39 (FR) or 02/ 221.54.86 (NL)
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