Brussel, 8 december 1994.

RONDSCHRIJVEN AAN DE BEURSVENNOOTSCHAPPEN

NR. 94/3

Geachte Mevrcuw, Heer,

In juli 1994 heeft het technisch comité van de
"International Organization of Securities Commissions" (IOSCO) een
document gepubliceerd met richtlijnen voor een degeliik beheer varn
en toezicht op de risico’s die aan de activiteiten in afgeleide

instrumenten zijn verbonden.

IOSCO, een internationale organisatie van effecten-
tocezichthouders, waarin ons land wordt vertegenwoordigd doar de
Commissie voor het Bank- en Financiewezen, heeft met dit document
het belang willen aantcnen dat de markttocezichthouders hechten aan
een degelijk risicobeheer voor de veiligheid van de effectenhuizen
(beleggingsondernemingen) en meer algemeen voor de stabiliteit van
de financié&le markt. Het Bazelcomité voer het banktoezicht heeft
trouwens gelijktijdig een soortgelijk document gepubliceerd, dat
zich specifiek richtte tot de kredietinstellingen.



Vervolg nr. 1
R. 94/3

Die rapporten zijn bestemd voor respectievelijk de
toezichthouders van de effectenmarkten en die van de krediet-
instellingen en beogen de zo ruim mogelijke verspreiding van de
onderscheiden beheercontrolemechanismen en, dientengevolge, de
overneming ervan door de bemiddelaars in afgeleide instrumenten
uit om het welk land. Die mechanismen worden voorgesteld in de
vorm van aanbevelingen die echter geen dwingend normatief karakter
hebben mits iedere betrokken bemiddelaar deze aanbevelingen
evalueert rekening houdend met de aard en het belang van zijn
eigen activiteiten en omstandigheden.

Het Interventiefonds heeft bij de analyse van dit
document vastgesteld dat hoewel de verrichte werkzaamheden in de
eerste plaats betrekking hebben op de risico’'s die verbonden zijn
aan activiteiten in afgeleide buiten beurs-instrumenten, toch heel
wat aanbevelingen ook van toepassing zijn op de activiteiten in
alle afgeleide instrumenten, of ze nu op of buiten de gereglemen-
teerde markt worden verhandeld. In dit opzicht richt het document
zich dus tot elke beursvennootschap die actief is in afgeleide
instrumenten.

Het Interventiefonds heeft dan cok besloten :
1) de aanbevelingen van IQSCO toe te voegen aan zijn eigen

referentiekader dat het gebruikt om na te gaan of de
organisatie en de interne controle van beursvennootschappen die



Vervolg nr. 2
R. 94/3

handelen in afgeleide produkten adeguaat zijn en het origineel
document (in het Engels) evenals een vrije vertaling van de
aanbevelingen (deel II van het document) aan de beursvennoot-
schappen en hun commissarissen-revisoren te bezorgen als

bijlage;

2) het belang te onderstrepen van een adequate formalisering van
het beleid van de vennootschap inzake verrichtingen in
afgeleide instrumenten van haar cliénteel evenals van een
adequate controle op die verrichtingen.

Een gebrek in hetzij de formalisering van een
verrichting in afgeleide instrumenten (geen of ontoereikend
contract), hetzij in de aan de c¢liént verschafte informatie over
de eigenschappen van het instrument, hetzij in de opvolging en de
controle van de verrichtingen, kan aanleiding geven tot soms
belangrijke conflicten en risico’s voor de beursvennootschap.

Algemeen is het Interventiefonds in dit opzicht van
mening dat een beursvennootschap een verrichting in afgeleide
instrumenten voor rekening van een clié&nt enkel kan aanvaarden

indien :

a) het bestuursorgaan het algemene beleid vaststelt, dat onder
meer de aard van de toegelaten verrichtingen en hun omvang
bepaalt evenals het niveau van de waarborgen die de clié&nt moet
verstrekken;



Vervolg nr. 3
R. 94/3

b) er een overeenkomst bestaat met de cliént waarbij hij wordt
ingelicht over zijn rechten en verplichtingen evenals over de
aard en het belang van de risico’'s die aan dergelijke

verrichtingen zijn verbonden;

c) de beursvennootschap beschikt over een organisatie die haar in
staat stelt een adequate opvolging te waarborgen van de
verrichtingen en hun waardering tegen de marktprijs, evenals
een controle op de toereikendheid van de dekkingen en op de
opvraging van dekkingen.

Wij staan steeds te uwer beschikking voor bijkomende

inlichtingen en inmiddels verblijven wij met de meeste
hoogachting.

De Voorzitter,

(-

G. QUADEN
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VRIJE VERTALING VAN DEEL II VAN DE AANBEVELINGEN VAN IOSCO

MECHANISMEN VOOR RISICOBEHEER

DE VOORSCHRIFTEN INZAKE RISICOBEHEER

De voorschriften inzake risicobeheer (de regels, de procedures
en de beheermechanismen) die onder het toezicht vallen van de
raad van bestuur of een gelijkwaardig bestuursorgaan van de
beleggingsonderneming moeten meer bepaald de verrichtingen in
afgeleide buiten beurs-instrumenten (OTC-instrumenten)
omvatten, duidelijk de personen aanwijzen die verantwoordelijk
zijn voor de uitvoering ervan en zorgen voor een nauwkeurige,
informatieve en tijdige rapportering aan de directie. Deze
voorschriften moeten ter kennis worden gebracht van alle
betrokken personen en worden herzien wanneer er zich
wijzigingen voordoen in de activiteit of in de marktomstandig-
heden.

De raad van bestuur of een gelijkwaardig bestuursorgaan van de
beleggingsonderneming moet de regels en procedures inzake
risicobeheer vastleggen voor verrichtingen in afgeleide
OTC-instrumenten en ze opnemen in het totale beheersysteem van
de beleggingsonderneming, waarbinnen ze vervolgens moeten
worden verspreid. Die regels en procedures moeten meer bepaald
volgende punten omvatten : meting van het markt- en krediet-
risico, met inbegrip van de globale risicopositie, rekening
houdend met de risicotolerantiedrempels (positielimieten en aan
risico blootgesteld kapitaal); criteria voor de aanvaarding van
tegenpartijen, van strategie&n en van produkten (dekking,
gedekt schrijven van opties, risicobeheer, innemen van posities
en inherente juridische risico’s); risico-opvolgingsprocedures
en meldingscriteria voor afwijkingen; beleid inzake het
personeel (bekwaamheid, opleiding en bezoldiging); scheiding
tussen de tradingfuncties en het risicobeheer; instelling van
beheermechanismen en controle over rekeningen, traders,
personeel en operationele systemen.

Deze voorschriften moeten de wederzijdse communicatie mogelijk
maken tussen de raad van bestuur en de personen die belast zijn
met de uitvoering van de door de raad vastgestelde regels.



De bevoegdheden inzake afgeleide instrumenten moeten zo worden
verdeeld dat de raad van bestuur steeds verantwoordelijk blijft
voor het eindtoezicht.

ONAFHANKELIJK MARKTRISICOBEHEER

De beheermechanismen moeten voorzien in een onafhankelijk
marktrisicobeheer binnen de beleggingsonderneming ten einde de
regels inzake risicobegrenzing uit te werken en toe te zien op
de toepassing ervan, de prijsvaststellingsmodellen te contro-
leren en goed te keuren evenals de waarderingssystemen (in het
bijzonder de waardering op basis van de marktprijs) die
gebruikt worden door het front en back officepersoneel, die
systemen regelmatig opnieuw te onderzoeken, belangrijke
schommelingen in de volatiliteit te identificeren en op te
volgen en spanningssimulaties uit te voeren.

De beheermechanismen moeten volgende elementen behandelen :
spanningssimulaties, vertrouwensniveau'’'s, krediethypotheses en
metingsmethodes voor het marktrisico, scheiding van de functies
van back office, boekhouding en toezicht op de naleving van de
reglementering en die van trading, regels inzake risico’'s en
integratie van boekhoudsystemen. De spanningssimulaties moeten
het mogelijk maken de gevolgen na te gaan van belangrijke
prijsschommelingen en van veranderingen in het marktgedrag met
inbegrip van wijzigingen in de correlaties en in andere risico-
hypotheses.

ONAFHANKELIJK KREDIETRISICOBEHEER

De beheermechanismen moeten voorzien in een onafhankelijk
kredietrisicobeheer binnen de beleggingsonderneming ten einde
de metingsnormen voor de kredietrisicopositie vast te leggen,
de kredietlimieten te bepalen en toe te zien op de naleving
ervan en ten slotte het hefboomeffect, de concentratie en de
regelingen inzake risicobeperking na te zien.

De controles moeten volgende elementen behandelen : de hang
naar risico, de kwaliteit van de kredieten, de graad van
concentratie, de kredietverbeteringen, de metingsmethodes en de
scheiding van het toezicht op de verkoop en het toezicht op de



blootstelling aan risico’s. De controles moeten eveneens
rekening houden met de risico’s die verbonden zijn aan de
niet-naleving van de leveringsplicht of aan de verbrekings-
voorwaarden, naargelang het geval.

TECHNISCHE KENNIS EN MIDDELEN

Rekening houdend met de complexiteit van afgeleide instrumenten
en hun snelle evolutie, moeten de beleggingsondernemingen
voldoende middelen voorzien voor alle aspecten van de risico-
beheermechanismen, meer bepaald voor de back office, de boek-
houding en de controle. Tevens moeten beleggingsondernemingen
de nodige inspanningen leveren opdat er op elk niveau van de
beleggingsonderneming, zowel bij de traders als bij diegenen
die belast zijn met het risicobeheer, voldoende kennis aanwezig
is van de marktevolutie om op correcte wijze de risico’s in te
schatten en te beheren.

TECHNIEKEN INZAKE RISICOBEFERKING

De beleggingsonderneming moet gebruik maken van de passende
risicobeperkingstechnieken, zoals raamovereenkomsten inzake
verrekening, het vragen van zekerheden en kredietverbeteringen
door derden, met inbegrip van kredietbrieven en garanties. De
beleggingsondernemingen moeten tevens onderzoek doen naar
risicobeperkingstechnieken die het hoofd bieden aan het
operationele risico, waaronder een urgentieplanning.

Controles moeten kredietverbeteringen behandelen vanuit de
risicopositie en het gebruik van raamovereenkomsten bestuderen
om het documentatierisico te beperken en meer mogelijkheden te
creéren om op een andere manier verrichtingen toe te wijzen of
af te wikkelen. Tevens moet er een beocordeling worden gemaakt
van de juridische bevoegdheid van de tegenpartijen om
verrichtingen aan te gaan evenals van de juridische waarde van
verrekeningsovereenkomsten.



6.

EVALUATIES EN RISICOPOSITIE

De beleggingsondernemingen moeten bekwaam zijn om, zowel op het
vlak van de belegglngsondernemlng als op het vlak van de groep,
dagelijks een exacte raming te maken van de risicopositie, door
gebruik te maken van een aanvaardbare methode om de posities
tegen de marktwaarde te waarderen en om concentraties op te
sporen. Tevens moeten de potentlele krediet~ en marktrisico-
p051t1es worden berekend door middel van aangepaste methodolo-
gieén. De risicoposities mogen worden gecumuleerd voor zover de
verrekeningsovereenkomsten aanvaardbaar zijn en kunnen worden
uitgevoerd.

De dynamische portefeuilles moeten met een voldoende frequentie
worden gewaardeerd om de risicoposities te begroten, rekening
houdend met de verrekeningsovereenkomsten. De simulatieresul-
taten moeten worden vergeleken met de reé€le resultaten en
nadien hieraan worden aangepast.

SYSTEMEN

De boekhoudkundige systemen en de risicobeheer- en informatie-
mechanismen moeten snel en voldoende instaan voor de
documentatie, de verwerking, de bevestiging, de goedkeuring,
indien nodig, en de reconciliatie van verrichtingen en
waarderingssystemen die worden gebruikt door de front en back
office, de raming van het risico op globale basis (op het
niveau van de beleggingsonderneming), een exacte en tijdige
rapportering aan de directie en de mededeling van de informatie
naar buiten toe door de directie. Een interne of externe
onafhankelijke controle over de systemen is nodig om na te gaan
of ze overeenkomstig de plannen werken.

De dynamische aard en de complexiteit van de handel en de
portefeuilles in afgeleide instrumenten vereisen een constante
toegang tot exacte en snelle informatie. De systemen moeten
voortdurend worden nagezien zodat ze de financiéle prestatie
kunnen opvolgen en rapporteren en de regels inzake beheer
kunnen uitvoeren. Belangrijke gebreken in de analyse of de
werking van de systemen die het vermogen van de beleggings-
onderneming om de financiéle gegevens te registreren, te
verwerken, samen te vatten of voor te stellen, negatief
beinvloeden, moeten worden gerapporteerd. De aanwijzigingen
hebben niet tot doel de draagwijdte van de externe flnanc1ele
audit te definiéren.



8. LIQUIDITEIT, FINANCIERINGSOVEREENKOMSTEN EN FINANCIELE
PRESTATIE

De beleggingsondernemingen moeten voortdurend de financiéle
prestatie opvolgen waaronder de resultaten, de financierings-
behoeften en -bronnen alsmede de geldstromen.

Bij de opstelling en de uitvoering van de beleidslijnen inzake
risicobeheer, moet het hiermee belaste personeel rekening
houden met de exploitatie-inkomsten en de financieringsovereen-
komsten. De liquiditeitsplanning moet de wijzigingen in de
geldstromen of in de financieringsbehoeften trachten te
voorzien en ervoor zorgen de portefeuilles terug in evenwicht
te brengen, de garanties te verhogen en de gebreken te beheren.
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FOREWORD

In this paper, the Technical Committee of IOSCQO sets out a framework
of management control mechanisms for regulators of securities firms doing
over-the-counter (OTC) derivatives business.t The purpose of this paper
is to provide guidance to securities regulators as to those management
control mechanisms which (as appropriate in the context of each regulator’s
particular regulatory jurisdiction and approach) they should seek to promote
or encourage for use by regulated securities intermediaries. The paper

antains a flexible, non-exclusive approach to management controls intended
to cooperatively reinforce regulators’ promotion of prudential practices while
permitting those practices to continue to evolve.

This paper is being issued at the same time as a similar paper on
management controls for derivatives being published by the Basle
Committee on Banking Supervision. While the two papers differ in detail,
the two Committees share the common objective of promoting sound risk
management controls and the papers reflect that securities firms’ and banks’
derivatives activities give rise to similar risks and risk management concerns.

The papers confirm that both Committees attach great importance to
prudential risk management on the part of financial institutions. The
Committees expect to continue to consult as market and supervisory

practices develop.

Y This paper was prepared by Working Party No. 3 of the Technical Committee of
IOSCO. The members of the Working Party are set out in Appendix C.
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PART I © BACKGROUND

OTC Derivatives and Risk

1. Derivatives are financial instruments whose values are derived from, and reflect
changes in, the prices of the underlying products. They are designed to facilitate the
transfer and isolation of risk and may be used for both risk transference and
investment purposes. As such, they play a valuable role for users of the marketplace.
However, they also may increase risk. In view of the rapid growth of OTC
derivatives business, numerous international groups and regulatory agencies have
studied the risks arising from over-the-counter ("OTC") derivatives trading. 2/ These

risks include:

< Credit risk - the risk that a counterparty will fail to perform an obligation

owed to the firm;

o Market risk - the risk that movements in prices or values will result in loss for

the firm;

o Liquidity risk - the risk that a lack of counterparties wil! leave a firm unable
to liquidate or offset a position {(or unable to do so at or near the previous

market price);

2 See Appendix A to this paper for a list of studies of OTC derivatives trading and

related documents generated by international groups and regulatory agencies.
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< Settlement risk - the risk that a firm will not receive funds or instruments from

its counterparty at the expected time;

o Operations risk - the risk that a firm will suffer loss as a result of human error

or deficiencies in systems or controls;

< Legal risk - the risk that a firm will suffer loss as a result of contracts being

unenforceable or inadequately documented.

Such risks are not unique to OTC derivatives transactions, but are of special concern
due to the volume, scope, and variety of OTC transactions, the degree of
interrelatedness of participants, the opaqueness and uncertain liquidity of OTC
"markets”, and the complexity of and potential leverage in such instruments.
Although it is possible to unbundle the risks of complex instruments into simpler
elements, evolving portfolio and pricing technologies are permitting the engineering
of increasingly complex financial instruments which have risk profiles that are more
difficult to analyze than simpler, one-dimensional financial products. The financial
risks of such complex instruments must be carefully assessed as a weakness at one

market participant can have ramifications elsewhere in the system.

Importance of Management Controls

3. It is now generally acknowledged by financial services regulators, financial services
providers and corporate users alike, that a key component of a robust framework for
the management of the risks attaching to OTC derivatives business is a strong

structure of risk management controls within firms active in this business.



The Technical Commitiee recognizes that market forces can provide significant
incentives for firms to develop effective operational and financial risk control
mechanisms. In order to safeguard their own position, firms may well terminate or
restrict activities with market participants as to which there may be doubts as to the
adequacy of their management controls. Moreover, a firm’s own commercial
interests are likely to ensure that it checks that a counterparty (a) has the power to
enter into a proposed transaction, (b) is represented by an officer with actual or
ostensible authority, (c) is creditworthy, and (d) has access to appropriate payment

systems.

Nonetheless, market forces may also lead firms to ignore or under-estimate risks,
including those arising from known control deficiencies, where commercial pressures
create an impetus towards entering into certain transactions, including innovative
transactions. Furthermore, even the beneficial effects of market forces on controls
are achieved by an evolutionary process and so may not address regulatory concerns
sufficiently quickly or generally. The Technical Committee believes that the
achievement of adequate operational and financial risk control mechanisms cannot

be left solely to the influence of market forces.

The Technical Committee accordingly is publishing this paper by way of guidance
to securities regulators (including self-regulators), intermediaries, and examiners of
intermediaries as to the kinds of controls and operational practices that need to be
considered in the development of a strong risk management structure. Although not
directed at end-users, this guidance will nonetheless provide a reference point
concerning procedures and controis that aiso may be relevant to effective risk
management by end-users. Given the ease with which derivatives cross borders, and

the degree to which OTC derivatives business is transnational, the Technical
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Committee considers that the articulation of this guidance on a transnational basis is

particularly appropriate.

In developing this guidance in the context of OTC derivatives business, the Technical
Committee recognizes that much of the guidance is likely to be of general
application to the effective management by a firm of all of its risks. As a
consequence, risk management control mechanisms for OTC derivatives should be

integrated within a firm’s overall risk management framework.

The Technical Committee also recognizes that strong management controls are only
one element of the management of financial exposures. In particular, they are not

a substitute for adequate capital.

Part [l of this paper identifies a number of specific management control mechanisms.
These are non-exclusive. The control structure that should be established, and the
practices that should apply, in the case of any particular institution must be
appropriate to that institution relative to the scale, the risk profile and the compiexity
of its OTC derivatives activities. Accordingly, additional or different controls may be
of importance in particular situations. The mechanisms are intended to form a
framework within which regulators, self-regulators and firms may design, subject to
national consultation or otherwise, more specific risk management practices and
procedures as necessary and appropriate to address regulatory or managerial needs

in a specific context.

Therefore, this document takes the form of guidance rather than normative standards.

This reflects the view that:



the structures, size and resources, and the business volume, diversity and
complexity, of firms active in OTC derivatives business differ sufficiently that
generically specified controls would not be adequately tailored to the

environment in which they are likely to operate;

a prescriptive approach may inadvertently not address significant risk at some
firms or cause other firms to waste resources on operating controls which they
do not need;

a prescriptive approach may inadvertently hinder the market development of

sophisticated control practices, which are constantly evolving;

a prescriptive approach may not take adequate account of juridical differences
or differences in the allocation of regulatory authority among national

regulators;

a non-prescriptive approach enables regulators to encourage individualized
solutions to the desired objectives of management control mechanisms and
to balance customer and systemic protection with the need to avoid impeding

commercial activity; and

a non-prescriptive approach, which establishes internationally agreed
operational and financial risk management control objectives, may, if widely
and publicly adopted by regulators and prominent firms, raise the
consciousness of and otherwise influence non-regulated intermediaries and

other market participants, as well as unregulated commercial end-users.
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Although this paper takes the form of guidance, the Technical Committee attaches
great importance to the achievement in practice of sound risk management controls.
Individual regulators, therefore, need to explore the various means whereby they can
promote high standards and the ways in which they can be given confidence that

such high standards are in place and are being applied in practice.

The Technical Committee recognizes that there are a number of different possible
regulatory approaches to the achievement by firms of satisfactory operational and
financial control mechanisms. A number of options are briefly discussed in
Appendix B. Often, it will be appropriate to use a combination of approaches.
Given variations in national regulatory styles and responsibilities, the Technical
Committee does not envisage a common regulatory approach to achieving the
objectives of the mechanisms. However, the Technical Committee, collectively, does
believe that the mechanisms are important elements of an appropriate risk

management framework.

In developing this guidance, the Technical Committee has been working in parallel
with the Basle Committee on Banking Supervision, which also has been developing
risk management guidelines for derivatives. The two Committees, while considering
it appropriate to examine their own needs in the first instance, have kept informal
contact on their respective projects. There are some differences of perspective
deriving from differences in the overall supervisory context of banks and non-banks,
and some traditional differences of supervisory style and technique. However, it is
apparent that both bank and securities supervisors believe that strong management

controls are an essential element of managing OTC derivatives risk.



PART Il © RISK MANAGEMENT CONTROL MECHANISMS

1. © Framework of Risk Management

The framework of risk management policies and procedures and
management controls overseen by the board of directors or equivalent
management body of the firm should specifically cover derivatives activity,
clearly establish responsibility for its implementation, and provide for
accurate, informative and timely reporting to management. This framework
should be communicated to all concerned and should be reviewed as

business and market circumstances change.

The firm’s board of directors or other equivalent body shouid
establish and communicate risk management policies and
procedures for OTC derivatives activities that are integrated
with the firm’s overall management policies. Such policies and
procedures should address the measurement of market risk and
credit risk including aggregate exposures against risk tolerance
objectives (position limits or capital at risk); acceptability criteria
for counterparties, strategies and products (hedging, covered
writing, risk management, position taking and related legal
risks); risk monitoring procedures and exception reporting
criteria; personnel policies (including expertise, training and
compensation policies); the separation of trading and risk
management functions; and the establishment of management
controls and checks over accounts, traders, operational staff and

systems.



The framework should provide for two-way communication
between the board and persons responsible for implementing

board policies.

Delineation of derivatives authority should be without prejudice

to ultimate board supervisory responsibility.

2. ¢ Independent Market Risk Management

Management controls should provide for independent market risk
management at the firm to develop and monitor the application of risk limit
policies, to review and approve pricing models and valuation systems
(including mark-to-market mechanisms) for use by front and back office staff,
to re-assess such systems from time to time as appropriate, to monitor for

significant variances in the volatilities, and to carry out stress simulations.

Controls should address stress scenarios, confidence levels,
credit assumptions and market risk measurement
methodologies, separation of back office, accounting and
compliance functions from trading, risk policies and integration
of accounting systems. Stress tests should test the
consequences of severe price moves and changes in market
behavior, including changes in correlations and other risk

assumptions.
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3. © Independent Credit Risk Management

Management controls should provide for independent credit risk
management at the firm to consider credit exposure measurement standards,
set and monitor credijt limits, and to review leverage, concentration and risk

reduction arrangements.

Appetite for risk, quality of credits, level pf concentration,
reliance on credit enhancements, measurement methodologies
and separation of sales supervision from exposure supervision
should be subject to controls. Controls also should address the
risk of failure to deliver or of termination provisions, as

appropriate.
4. © In-House Expertise and Resources

In view of the speed of evolution and complexity of derivatives products,
firms should devote adequate resources to all aspects of risk management
controls, inclyding back office systems and accounting and supervision.
Firms also should make every effort to ensure that knowledge at all levels
of the firm, and of traders and risk managers is adequate in terms of market

developments for the appropriate assessment and management of risks.
5. ¢ Risk Reduction Techniques

Firms should as appropriate use risk reduction techniques such as master

agreements, netting arrangements, collateralization of transactions and third

11



party credit enhancements, including letters of credit and guarantees. Firms
also should consider risk reduction techniques to address operations risk,

including contingency planning.

Controls should address credit enhancements in terms of
exposure and explore the use of master agreements to reduce
documentation risk and to increase the potential to assign
and/or otherwise unwind transactions. Legal capacity of
counterparties to transact and legality of netting arrangements

should be evaluated.
6. ¢ Valuations and Exposures

Firms on both an entity and a group basis should have the capability to
make accurate risk valuations daily, using an acceptable pricing methodology
to mark-to-market and to identify concentrations. Potential exposures to
credit and market risk should also be calculated using appropriate
methodologies. Exposures may be aggregated provided netting arrangements

are acceptable and enforceable.

Arrangements should be made to value dynamic portfolios
sufficiently frequently to address exposures taking into account
legal netting arrangements. Qutputs of simulations should be

tested against actual results and adjusted accordingly.
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7. & Systems

Firms’ accounting, risk management and information systems should ensure
adequate and timely documenting, processing, confirming, approving as
appropriate, and reconciling of trades and valuation systems used by front
and back offices; assessing of risk on a global (firm-wide) basis; accurate and
timely reporting to management; and external reporting by management.
Internal or external independent systems reviews should be used to verify

that such systems are operating as designed.

The complexity and dynamic nature of derivatives trading
activity and portfolios require that accurate and timely
information is always available. Systems must be kept
constantly under review to be certain that they permit tracking
and reporting financial performance and effectuating
management policies. Significant deficiencies in the design or
operation of the systems that could adversely affect the entity’s
ability to record, process, summarize, and report financial data
should be reported upon. This is not intended to define the

scope of external financial audits.
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8. © Liquidity, Funding Arrangements and Financial Performance

Firms need to monitor on a continuing basis financial performance,

including profit and loss, funding requirements and sources and cash flows.

Risk management personnel need to take account of revenues
and the adequacy of funding arrangements in designing and
implementing risk management strategies. Liquidity planning
should attempt to anticipate changes in cash flow or funding
requirements and should accommodate the possible need to
rebalance portfolios, augment collateral, and permit the

management of defaults.
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APPENDIX A & OTC DERIVATIVES STUDIES AND
RELATED DOCUMENTS

Risk Management Guidelines for Derivatives, Basle Committee on Bank Supervision (july,

1994).

Detailed Questions About Derivatives, American Institute of Certified Public Accountants
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APPENDIX B © THE ROLE OF REGULATORS

Individual national regulators will need to determine how best to cause firms subject to
their regulatory jurisdiction to develop control policies and procedures to meet the
performance objectives set forth in this paper. Regulators may wish to consult further
with appropriate industry groups for this purpose. With respect to regulated entities, a
number of approaches to identifying appropriate management control mechanisms and

ensuring that they are effectuated in practice are identified and briefly discussed below.

A. O Adopt performance or design standards.

Where they have appropriate jurisdiction, regulators could promulgate
regulations setting performance or design standards. Regulators could
mandate that firms engaging in OTC business have in place a system of
operational and financial risk management controls which addresses the issues
and meets the objectives specified in Part Il above. Regulators could require
report by self-audit or third-party audit of material inadequacies or deficiencies
in such controls on a periodic basis (e.g., a condition that could inhibit the
completion of transactions or result in a failure of an accounting or risk-

management system). See E. below,

The appropriate level of detail required to be specified in a system is a matter
for discussion. Regardless of the specificity of the policies adopted, the need
for management to articulate its system and policies should have a beneficial

effect. In particular, such a review should cause management to focus on
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potential risks and benefits of derivatives as a component of financial and

funding activities in general.

Regulators could also consider devising new regulations specifically tailored
to OTC derivatives activity. For example, regulators could enact rules
expressly requiring regulated firms to supervise their OTC derivatives traders
and risk managers and to obtain and maintain timely specified documentation
and records of derivatives transactions (e.g., similar to underwriting logs, deal
sheets, confirmations, etc.) or to follow other specific risk reduction

methodologies {(e.g8., use master agreements, and document credit analyses).

B. ¢ Interpret existing rules to subsume management control requirements
for OTC business.

Many regulators currently measure compliance with certain supervisory or
other prudential requirements by evaluating management control mechanisms
of firms. For example, many jurisdictions interpret their supervisory
requirements for regulated entities to apply to accounts, systems, and
personnel and to reach up the chain of command to the person with the
ultimate authority to hire or fire. Under this reading, certain members of the
board of directors may be cited for supervisory failures relative to firm
operational controls. Effective management controls generally are considered

essential to meeting such supervision requirements.

Other types of requirements could also be met through the impiementation

of management controls. For example, certain fiduciary requirements in some
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jurisdictions preclude an intermediary from acting in conflict with the interests
of its customers. Further, most regulators impose various recordkeeping
requirements on regulatees and/or require minimum capital levels and
reporting of shortfalls immediately. This necessitates systems to produce the
desired reports. These rules are not particularized to OTC risks and, in some

cases, would have to be extended by interpretation to cover such risks.

Some jurisdictions also regard corporate board members and certain types of
end-user management (e.g., pension funds) as fiduciaries and impose duties
of care and financial responsibility or prudence that may need to be addressed

through adequate management and operational controls.

C. ¢ Collect information on risks and risk management controls and

policies.

Rules also could be adopted which authorize regulators to collect specified
information on risks related to OTC derivatives activity undertaken in affiliates
of regulated entities and on risk management policies of the reguiated firms.
- Such rules have the beneficial effect of requiring risk analyses to be

undertaken within firms by officers responsible for financial reports.

In jurisdictions which require consolidated supervision, guidance could be

issued as to how to achieve group controls.
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D. © Require assessment of counterparties.

Regulators could mandate that regulated intermediaries inquire before entering
into transactions with potential counterparties as to certain specified

management controls (e.g., marking-to-market and documentation).

Regulators also could consider making inquiries into the existence of
management controls (or representations as to their existence) relevant to so-
called “suitability," "know vyour customer,” "authority" or "access"

determinations made by persons marketing OTC derivatives.

E. & Require management assessments and regulatory examinations or
auditor’s reports on controls - either by internal independent audit staffs or

third-party auditors.

Regulators could periodically examine firms’ practices and comment on
controls in place or could issue rules or guidance compliance with which is
established through routine audits conducted by regulators or relevant self-

regulating organisations ("SROs").

Regulators also could require management of regulated firms periodically to
assess and to document their implementation of the firm’s risk management
policies, and require the submission of reports on those policies (by

independent internat audit staffs, or independent third parties) to regulators.
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The discipline of self-assessment and independent auditing and reporting to
regulators could be expected to heighten the attention of all levels of

management and the board of directors as to the importance of such controls.

A number of models for reporting to regulators by auditors and reporting
accountants already exist. In addition to routine reporting arising from audits
or specific regulatory assignments, regulators may wish to consider requiring
ad hoc reporting by auditors of matters which become known to them in the

course of their work. 3/

F. & Require Self-Regulatory Organization oversight by reference to industry

standards.

In addition to {or as an alternative to) rulemaking aimed directly at market
participants, regulators may consider requiring industry SROs to adopt rules

directing their members to employ specific management control mechanisms.

Regulators also may wish to encourage SROs to implement procedures for
SRO or other third-party review of individual firms’ management controls.
Separately, SROs may seek to develop innovative means of ensuring their

members meet management control objectives.

3/ see esg, E.C. Post-BCCI Directive; GAAS Guide, at 7.37, quoting Statement of
Auditing Standards - 60 (Communication of Internal Control Structure Related
Matters Noted in an Audit); and Bulletin B., Mexican GAAS.
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GC. © Require pre-clearance of systems and controls as part of fitness

determinations.

Controls could be reviewed as part of fitness determinations and qualifications

to engage in specific types of business.
H. ¢ Limit OTC dealer activity to regulated intermediarjes.

In order to encourage appropriate use of management policies related to
market, credit and other risks, regulators could require OTC dealing activity
to be undertaken solely by regulated intermediaries, thus causing existing

supervisory rules to pertain to all derivatives dealers.

This approach is complicated by the fact that in most jurisdictions the
intermediaries engaged in OTC business are subject to various regulatory
regimes. For example, such activities could be conducted in a bank, a
securities firm, a commodities intermediary firm, a pension fund or collective
investment vehicle, or by a merchant or trader. To the extent activity is
undertaken in an entity engaging in "dealing" (that is, "two-way" market
making) activities that are not regulated two questions arise: which regulator
and which institutional model! should be followed. This also raises questions
about regulatory convergence between differently regulated institutions. Some

jurisdictions consider it unlikely that this is a viable alternative.
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I. & Nonregulated Market Participants

While reguiators cannot impose management control requirements directly
over nonregulated entities, regulators may be able to influence the acceptance

of best practice.

Nonregulated firms do have significant economic incentives adequately to
supervise employees and effectively to manage their derivatives risk.
Regulators nevertheless could promote best practice by ail potential
counterparties by encouraging regulated intermediaries to use contractual or
documentation practices that address certain of their customers’ management

control mechanisms such as marking-to-market or specified documentation.
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